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On -Line Safety Policy  

New technologies have become integral to today’s society. The internet and other digital and 

information technologies are powerful tools, which open up new opportunities for everyone. 

These technologies can stimulate discussion, promote creativity and increase awareness of 

context to promote effective learning. Learners should have an entitlement to safe internet 

access at all times. 

 

Policy Purpose  

The purpose of this policy statement is to: 
 

✓ ensure the safety and wellbeing of children and young people is paramount when 

adults, young people or children are using the internet, social media or mobile devices 

✓ provide staff and associates with the overarching principles that guide our approach to 

online safety 

✓ ensure that, as an organisation, we operate in line with our values and within the law in 

terms of how we use online devices. 

 
The requirement to ensure that learners are able to use the internet and related 

communications technologies appropriately and safely is addressed as part of the wider duty 

of care to which all who work in education are bound. The use of these exciting and innovative 

tools in the classroom  and at home has been shown to increase inclusivity if managed 

correctly. 

 
Whilst exciting and beneficial both in and out of the context of education, much ICT, particularly 

web-based resources, are not consistently policed. All users need to be aware of the range of 

risks associated with the use of these Internet technologies. Some of the dangers they may face 

include 

✓ Access to illegal, harmful or inappropriate images or other content. 

✓ Unauthorised access to / loss of / sharing of personal information. 

✓ The risk of being subject to grooming by those with whom they make contact on the 

internet. 

✓ The sharing / distribution of personal images without an individual’s consent or knowledge. 

✓ Inappropriate communication with others, including strangers. 

✓ Cyber-bullying. 

✓ An inability to evaluate the quality, accuracy and relevance of information on the internet. 

✓ Plagiarism and copyright infringement. 
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✓ Illegal downloading of music or video files 

At DFA we understand the responsibility to educate our learners on E-Safety issues; teaching them 

the appropriate behaviours and critical thinking skills to enable them to remain both safe and legal 

when using the internet and related technologies, in and beyond the context   of the classroom. 

This policy is inclusive of both fixed and mobile internet and technologies owned by staff/associates, 

but utilised in the course of DFA work (such as laptops, mobile phones and camera phones). 

 

Scope of the Policy 

 

This policy applies to all members of the DFA team.  

 
The Education and Inspections Act 2006 empowers organizational leaders, to such extent as is 

reasonable, to regulate the behaviour of learners when they are off site. This is pertinent to 

incidents of cyber-bullying or other e-safety incidents covered by this policy, which may take place. 

DFA will deal with such incidents within this policy and associated behaviour and anti-bullying 

policies and will inform employers of inappropriate e-safety behaviour. 

 
This policy is to protect the interests and safety of the whole community. It is linked to safeguarding, 

acceptable use, cameras and mobile phones, health and safety, prevent and channel duty  

 
Roles and Responsibilities 
 

The Directors have ultimate responsibility to ensure that the policy and practices are embedded and 

monitored and for ensuring the safety of DFA team members. The Directors will also ensure that 

team members receive suitable CPD to enable them to carry out their e-safety roles. They will also 

ensure the ICT infrastructure is secure and is not open to misuse of malicious attack. This is assured 

through the IT provider Ilkley IT Services who manage the firewall http://www.ilkleyitservices.co.uk/ 

 

DFA Staff/Associates 

All staff/associates are responsible for ensuring that digital communications with learners must be 

on a professional level and that they monitor ICT activity in workshops. 

 

Learners  

Learners need to understand the importance of reporting abuse, misuse or access to inappropriate 

materials and know how to do so.

http://www.ilkleyitservices.co.uk/
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Equipment, Filtering and Monitoring  

 

DFA will work in partnership with other agencies (Ilkely  IT Services) to ensure filtering systems are 

as effective as possible. 

 
Managing Emerging Technologies 
 

Emerging technologies will be examined by the Directors and Ilkley IT for educational benefit and a 

risk assessment will be carried out before use in DFA s allowed. 

 
Information System Security 
 

✓ ICT systems capacity and security will be reviewed regularly. 

✓ Virus protection will be installed and updated regularly. 

✓ Security strategies will be monitored regularly  
 

Equipment 
 

✓ Servers, wireless systems and cabling will be securely located and physical access restricted 

✓ The “administrator” passwords for the ICT system, used by Directors only 

✓ The network and individual workstations are protected by up to date virus software. 
 

Monitoring 

 

✓ There will be regular reviews and audits of the safety and security of ICT systems 
 

Delivery of Programmes 
 

ICT and online resources are increasingly used across our curriculum. We believe it is essential for 

E-Safety guidance to be given to the learners on a regular and meaningful basis. 

 
E-S afety education will be provided in the following ways: 

✓ Educating all learners  on the dangers of technologies that maybe encountered 

✓ Learners are aware of where to seek advice or help if they experience problems when using 

the internet and related technologies; i.e. tutor/Safeguarding Officer 

✓ Learners  are encouraged to adopt safe and responsible use of ICT, the internet and mobile 
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devices both within and outside the academy. 

✓ Where learner are allowed to freely search the internet, eg using search engines,  staff 

should be vigilant in monitoring the content of the websites the y visit 

✓ It is accepted that from time to time, for good educational reasons, students may need to 

research topics (eg racism, drugs, discrimination). 

✓ Learners are taught what internet use is acceptable and what is not. 

✓ Internet access will be planned to enrich and extend learning activities. 

✓ Staff will preview any recommended sites before use. 

✓ Learner swill be educated in the effective use of the Internet in research, including the skills  

of knowledge, location, retrieval and evaluation. 

✓  

Internet 

• DFA will ensure that the use of Internet derived materials by learners and staff complies with 

copyright law. 

• Learners should be taught to be critically aware of the materials they are shown and how to 

validate information before accepting its accuracy. 

 
Data Protection 
 

Personal data will be recorded, processed, transferred and made available according to the Data 

Protection Act 2018 which states that personal data must be: 

✓ Fairly and lawfully processed. 

✓ Processed for limited purposes. 

✓ Adequate, relevant and not excessive. 

✓ Accurate. 

✓ Kept no longer than is necessary. 

✓ Processed in accordance with the data subject’s rights. 

✓ Secure. 

✓ Only transferred to others with adequate protection. 
 

Staff must ensure that they: 
 

✓ At all times take care to ensure the safe keeping of personal data, minimising the risk of its 
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loss or misuse. 

✓ Use personal data only on secure password protected computers and other devices, 

ensuring that they are properly “logged-off” at the end of any session in which they are using 

personal data. 

 

When personal data is stored on any portable computer system, USB stick or any other removable 

media: 

✓ The device must be password protected. 

✓ The device must offer approved virus and malware checking software. 

✓ The data must be securely deleted from the device once it has been transferred or its use is 
complete 

 
Assessing Risks 

 

DFA will take all reasonable precautions to prevent access to inappropriate material. However, due 

to the international scale and linked Internet content, it is not possible to guarantee that unsuitable 

material will never appear on 

 
Responding to incidents of misuse 
 

If any apparent or actual misuse appears to involve illegal activity contact the safeguarding lead 

immediately ie. 

✓ Child sexual abuse images 

✓ Adult material which potentially breaches the Obscene Publications Act 

✓ Criminally racist material 

✓ Other criminal conduct,  activity or materials 
 

Learners are encouraged to inform their tutor regarding anything which makes them feel 

uncomfortable while using ICT. 

 

✓ Complaints of Internet misuse will be dealt with by the Directors and recorded as a 
Safeguarding issue 

✓ Any complaint about staff misuse must be referred to the Directors 
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Related Policies 
 
Safeguarding 
On – line learning protocol 
Date Protection  
Staff Behavioural Policy  

 
 
 
 
 
 
 
 
 


